ILLINIS ENIPLOYMENT LAW GALLAGHER

Employee Privacy Laws

BIOMETRIC INFORMATION PRIVACY ACT (BIPA)

Although this law has been in effect since 2008, we have recently seen
an influx of claims. We requested one of our insurance carriers, CNA to
host an educational webinar on this topic at 11am on Nov 19. If you'd

like to attend RSVP to Matt Venhousen at mvenhousen@GoCGO.com.

BIOMETRIC INFORMATION PRIVACY ACT

Employers have very limited authority to collect, capture, purchase or otherwise obtain biometric identifiers and
biometric information about employees and applicants. Biometric identifiers include retina or iris scans, fingerprints,
voiceprints and hand or facial geometry scans. Biometric information is defined as any information that is used to
identify an individual based on a biometric identifier.

An employer may obtain biometric identifiers or information only if it first:

* Develops, and makes available to the public, a written policy establishing a retention schedule and guidelines for
permanently destroying biometric identifiers and biometric information; and

* Provides written notification to and obtains written consent from any individual who may be the subject of the
biometric identifiers or information.

An employer’s written notification must:

* Indicate that a biometric identifier or biometric information is being collected or stored; and
* Set forth the specific purpose and length of time for which the biometric identifier or biometric information is being
collected, stored and used.

After obtaining a person’s biometric identifier or biometric information, the employer must store, transmit and protect
it in a manner that is the same as or more protective as the manner in which the employer protects other confidential
and sensitive information. The employer must also destroy any biometric identifiers or information either as soon as
the initial purpose for obtaining them is satisfied or within three years after the individual's last interaction with the
employer, whichever occurs first.

This guide is not intended to be exhaustive nor should any discussion or opinions be construed as legal advice. It is provided for general
informational purposes only. Readers should contact legal counsel for legal advice.
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